




 

Ⅰ.

Wo

Suc

clu

eith

net

pow

net

pro

the

ove

sev

com

The

mo

sus

wo

sta

file

con

ma

the

kno

imm

The

ma

bes

uni

we

uni

SW

Uniform	

In	

sp

for

no

sim

un

 Introductio

Complex	inf

orld	Wide	Web

ch	networks	ar

stering	 coeffic

her	 small‐worl

tworks	exhibit

wer‐law	 distri

tworks	substan

ocesses	such	a

em	 [1].	 Studyi

er	complex	net

vere	economica

Most	existin

mpartmental	d

ese	 works	 how

odels	 such	 as	 t

sceptible‐infect

rld,	multiparti

ges,	but	also	e

e	sharing	to	sp

nsider	the	refin

alware	models,

e	possibilities	o

own	as	uniform

munized	 in	 th

e	potency	of	th

alware	 model	

st	knowledge,	

iform	immuniz

	present	math

iform	immuniz

W	and	SF	compl

Immuniz

Aresh	Dadl

{d

this	paper,	we

pread	of	 a	malw

rmulate	 the	 sy

odes	 that	 nee

mulations	 ove

niform	immuni

on	 	

formation	netw

b	(WWW)	play

re	distinguishe

cients	 and	 ave

ld	 (SW)	 or	 sca

t	Poisson	degre

ibution.	 As	 a	

ntially	influenc

as	computer	vi

ing	 the	 dynam

tworks	is	impo

al	and	human	l

ng	works	mod

differential	equ

wever,	 mainly

the	 susceptible

ted‐recovered	 (

ite	malwares	m

exploit	medium

pread.	Taking	t

ned	SIS	model

,	techniques	ha

of	and	epidem

m	immunizatio

he	 network	 acc

his	method	hea

and	 the	 unde

there	exists	no

zation	strategy

hematical	and	

zation	strategy

lex	networks.	

zation	on	M

lani,	Royasa
Gwangju

dadlani,	roy

e	investigate	t

ware	model	o

ystem	dynami

ed	 to	 be	 imm

r	 both,	 homog

ization	scheme

works	such	as	

y	a	vital	role	in

ed	based	on	fe

erage	 path	 len

ale‐free	 (SF)	 i

ee	distribution

result,	 the	 he

ces	the	manne

iruses	and	bot

mical	 behavior

ortant	so	as	to

losses. 

del	the	behavio

uations	using	m

y	 focus	 on	 fun

e‐infected‐susce

(SIR)	 themes.	

may	not	only	i

ms	such	as	em

these	two	fact

l	reported	in	[

ave	also	been	d

ic	outbreak.	O

on	in	which	a	f

cording	 to	 a	 u

avily	depends	

erlying	 networ

o	analytical	wo

y	on	the	mode

simulation	res

y	on	the	malwa

Malware	

adat	Babaei,	
u	Institute	of

ya,	ahsansha

he	impact	of	u

ver	 communic

cs	using	mean

munized	 to	 pr

geneous	 and	 h

e	in	networks	w

the	Internet	a

n	our	everyday

eatures	such	a

ngths.	 Networ

n	 nature.	 Whi

n,	SF	networks	

eterogeneity	 o

r	in	which	spr

tnets	propagat

r	 of	 such	 pro

	predict	and	p

or	of	malwares

mean‐filed	theo

ndamental	 epi

eptible	 (SIS)	 a

Nonetheless,	 i

nfect	nodes	in

mail	attachmen

ors	into	accou

3]	for	our	stud

designed	to	all

ne	such	techn

fraction	of	nod

uniform	 distrib

on	the	nature

rk	 topology.	 T

ork	on	the	imp

el	in	[3].	To	th

sults	 to	evalua

are	model	ove

Spread	in

Ahsan	Shah
f	Science	an

ahzad,	dhkim

 

Abstract

	
uniform	immun

cation	network

n‐field	 approxi

revent	 an	 epi

heterogeneous

with	high	hete

 

 

and	the	

y	lives.	

s	their	

rks	 are	

ile	 SW	

have	a	

of	 such	

eading	

te	over	

ocesses	

revent	

s	using	

ory	[2].	

idemic	

nd	 the	

in	 real	

n	many	

nts	and	

unt,	we	

dy.	For	

leviate	

ique	is	

des	are	

bution.	

e	of	the	

To	 our	

pact	of	

is	end,	

ate	 the	

r	both,	

Ⅱ. 

of	 c

den

stag

ሺ݆ ൌ

netw

rate

we	

show

݃	 to

A. 

the	

as	t

mod

ە
ۖ
۔

ۖ
ܫۓ

ᇱ ሺ

ܫ
ᇱሺ

ܸ

w

an

m

Fi

n	Complex

hzad,	Dongh
d	Technolog

m518,	kskim

nization	as	a	c

ks	with	 compl

imation	and	o

demic	 outbre

s	 networks	 re

rogeneity. 

Mean‐field	F

The	malwar

compartments

ote	 the	 fracti

ge	 of	 infection

ൌ 1,2, … 	ሻܯ, at

work	degree,	t

es	from	one	pa

assume	a	 fixed

w	the	 impact	

o	denote	the	d

Small‐world

In	SW	network

degree	of	ever

he	average	de

del	of	SW	netw

ሺݐሻ ൌ െܫሺݐሻ 

ሺݐሻ ൌ ሻݐିଵሺܫߚ

ܸ
ᇱሺݐሻ ൌ െ ܸሺݐሻ

here	ߩሺݐሻ ൌ ∑

nd	ߛሺ1 െ ݃ሻ,	r

minimum	fractio

ig.1:	Malware	m

x	Commu

yeon	Kim,	K
gy	(GIST)	

m*}@gist.ac.k

control	measur

lex	 topologies

btain	 the	min

ak.	 Results	 o

veal	 the	 ineffe

Formulation

e	model	of	Fig

s	 (or	 classes)

ions	 of	 suscep

n	 ሺ݅ ൌ 0,1, … , ܶ

t	 time	ݐ,	 respe

the	remaining	

articular	comp

d	network	size

of	uniform	 im

ensity	of	immu

d	Homogene

ks,	the	degree	

ry	node	in	suc

egree	〈݇〉.	By	co

works,	the	syste

 ሾ1〈݇〉ߣ െ ሻݐሺߩ

ሻ െ ;	ሻݐሺܫ 			݅ ൌ
ሻ  ൣ1ߟ െ ܸሺݐ

ሻݐሺܫ
்
ୀ .	 Repl

espectively,	an

on	of	nodes	th

model	with	infe

nication	N

Kiseon	Kim*

kr	

re	to	mitigate	

.	Particularly,	

imum	 fraction

obtained	 throu

ectiveness	 of	

n  

gure	1	is	made

),	 where 	ܵሺݐሻ ,

ptible	 nodes,	

ܶሻ,	 and	 the	 ݆௧

ectively.	 With	

notations	refe

artment	to	ano

e	with	∑ ܫ
்
ୀ

mmunization,	w

unized	nodes	i

ous	Network

distribution	is

ch	a	network	is

onsidering	Wa

em	is	expresse

ሻሿ	ߩሺݐሻ 
ெ

ୀ

1,2, … , ܶ										
													,	ሻݐሺߩ	ሻ൧ݐ

acing	 	ߣ and	

nd	solving	syst

hat	must	be	im

fection	delay	an

Networks

	

the	

we	

n	of	

ugh	

the	

e	up	of	three	ty

, ሻݐሺܫ	 ,	 and	 ܸ

nodes	 in	 the
	 infective	 ve

〈݇〉	 as	 the	 m

er	to	transmiss

other.	In	addit

ሺݐሻ  ܵሺݐሻ ൌ 1

we	henceforth	

n	the	network

ks	

s	homogeneous

s	almost	the	sa

atts‐Strogatz	(W

ed	as	follows	[3

ሾ1ߛ െ ሻሿܸݐሺߩ
ଵ

																										
																								ሺ

ߛ 	 with	 ሺ1ߣ െ

tem	(1)	yields

mmunized	in	or

 

nd	vectors	[3].

s	

 

ypes	

ܸሺݐሻ	

	 ݅௧	

ctor	

mean	

sion	

tion,	

.	To	

use	

k.	

s,	i.e.	

ame	

WS)	

3]:	

ܸሺݐሻ

								
1ሻ	

 

െ ݃ሻ	

	the	

rder	



 

to	prevent	th

This	minimum

ቌߣ	〈݇〉 	

ெ

ୀଵ

where	 ܤ ൌ ሺ

is	a	monotono

and	 	ߚ and	is

݃ ൌ 1 െ
൫ߣ	〈

B. Scale‐fre

Unlike	SW

less	likely	to	b

network	mod

power‐law	de

preferential	a

ە
ۖ
۔

ۖ
ۓ
,ܫ
ᇱ ሺݐሻ ൌ െܫ

																

,ܫ
ᇱ ሺݐሻ ൌ ܫߚ

ܸ
ᇱሺݐሻ ൌ െ ܸ

with	 ,	ሻݐ,ሺܫ

degree	 ݇	 and

stages,	 and	 th

time	ݐ,	respec

networks,	we

ሺ1 െ ݃ሻܤ
〈݇〉

ቌߣ	

with	 〈݇ଶ〉	 as	

for	 ݃	 is	thu

݃ ൌ 1 െ
൫ߣ	〈

Ⅲ. Simulati

To	validate

1000	 nodes	

and	consider	

Figure	2	de

as	 function	o

value,	 ݃	 inc

from	 ܶ ൌ 0	

shoots	up	for

Comparing	 th

settings,	we	s

due	 to	 the	 v

networks.	 In	

connectivity	

very	 low	 crit

show	weakne

e	malware	infe

m	fraction,݃	,	

ቍߛߟ ሺ1 െ ݃ሻ

1 ⁄ߙ  1 ⁄ଵߚ 

ously	increasin

s	given	as	follo

1

݇〉 	∑ ெߛߟ
ୀଵ

ee	Heterogen

W	networks,	th

be	similar	to	th

del	 is	 the	Bara

egree	distribut

attachment.	As

ሻݐ,ሺܫ  ሾ1݇ߣ െ

																												

ሻݐ,ିଵሺܫ െ ,ሺܫ

ܸሺݐሻ  ൣ1ߟ െ ܸ

	and	ሻ,ݐሺߩ Θሺ

d	in	infection	s

he	 probability

ctively.	Follow

e	derive	 ݃	 for

〈݇ଶ〉 	 〈݇〉	

ெ

ୀଵ

	the	variance	o

s	derived	as	fo

〈݇〉

〈݇ଶ〉 	 〈݇〉	∑ெୀ

ion	Results	a

e	our	analytica

with 	〈݇〉 ൌ 6

only	one	infec

epicts	the	mini

of	 the	 infection

creases	with	th

to	ܶ ൌ 3.	 Yet,

r	very	small	va

he	 two	networ

see	that	the	su

very	 low	 epid

other	words,	

properties	 of	

tical	 threshold

ess	in	face	of	m

ection	from	be

should	satisfy	

ሻ	ܤ െ 1 ൌ 0	,				

⋯ 1 ⁄்ߚ ሻ.	Th

ng	function	of	

ows:	

ܤ	൯ߛ
	.																		

neous	Netwo

e	node	degree

he	average	deg

abási‐Albert	(B

tion	and	is	bui

	given	in	[3],	w

െ 		ሻݐΘሺ	ሻሿݐሺߩ

									 ߛ
ெ

ୀଵ

ሺݐሻ	; 			݅ ൌ 1,2, …

ܸሺݐሻ൧	Θሺݐሻ	,						

ሺݐሻ	 as	the	infe

stage	݅,	sum	of	

y	 of	 linking	 to	

wing	the	same	p

r	SF	networks	

ߟߛ
ଵ

ቍ ൌ 1	,				

of	network	deg

ollows:	

ୀଵߛߟ ൯	ܤ
	.								

and	Discussi

l	results,	we	si

6	, ߣ ൌ 0.07, ߚ

ctive	medium	f

mum	immuniz

n	 rate	ߣ.	Note	

he	number	of	in

,	 in	 a	 BA	 ne

lues	of	ߣ	 as	ill

rk	models	und

dden	rise	of	 ݃

demic	 thresho

due	 to	 the	 hi

SF	 networks,	

d	 for	 epidemic

malware	spread

ecoming	an	en

the	following:

																										

he	expression	

variables	ߣ	, 〈

																										

orks	

es	in	SF	networ

gree	〈݇〉.	A	fam

BA)	model	 that

lt	upon	the	no

we	have:	

																											

ሾ1ߛ െ ሻሿݐሺߩ ܸ

… , ܶ																				

																										

ected	fraction	h

f infected	node

an	 infected	 n

procedure	as	f

such	that:	

																											

gree.	The	expr

																										

ions	 	

imulate	a	netw

ൌ ߟ ൌ ߛ ൌ ߙ

for	simplicity.	

zed	fraction	of

that	 for	 any	 f

nfection	delay	

etwork,	 ݃ 	 ins

lustrated	in	Fig

der	 same	para

݃	 in	BA	netw

ld	 inherent	 in

igh	 heterogen

they	 tend	 to	 h

c	 outbreak	 and

d.	Thus,	we	con

demic.	

	

						ሺ2ሻ 

for	 ݃	

݇〉	, 	ߟ

					ሺ3ሻ 

rks	are	

mous	SF	

t	has	a	

tion	of	

														

ܸሺݐሻ	

													

						ሺ4ሻ
	

 

having	

es	in	all	

node	 at	

for	SW	

					ሺ5ሻ 

ression	

					ሺ6ሻ 

work	of	

ߙ ൌ 0.2	

	

f	nodes	

fixed	 	ߣ

stages	

stantly	

gure	3.	

metric	

orks	is	

n	 such	

eity	 in	

have	 a	

d	 thus,	

nclude	

th

du

SF

re

be

of

 

Th

pr

in	

Sc

[1

[2

[3

F

F

hat	 uniform	 im

ue	to	their	pecu

F	networks	to	

esults	 clearly	

etter	immuniza

f	their	unique	t

his	work	was	pa

rovided	by	Gwan

part	by	Grant	K

cience,	ICT	and	F

]	 R.W.	 Thomme

Peer‐to‐Peer	V

1‐12,	2006.	

]	 M.	 Ajelli,	 R.L.

Epidemic	Malw

]	 A.	 Dadlani,	

Dynamics	of	a	

over	Complex	

ig.2:	Immunize

ig.3:	Immunize

mmunization	 i

uliar	hierarchi

reduce	the	 im

imply	 the	 nee

ation	strategie

topological	cha

Acknow

artly	supported	b

ngju	Institute	of	

K20901002277‐

Future	Planning	

Refer

es	 and	 M.J.	 Coa

Viruses	and	Poll

Cigno,	 and	 A.	

ware,”	in	Proc.	IC

M.S.	 Kumar,	 S.

Refined	Epidem

Networks,”	IEEE

ed	fraction	ሺ݃
homogeneo

ed	fraction	ሺ݃
heterogene

s	 not	 effective

ical	structure,	b

mpact	of	malwa

ed	 for	 further

es	over	SF	netw

aracteristics.	

wledgement	

by	the	Basic	Res

Science	and	Tec

‐12E0100‐06010

(MSIP)	under	G

rences	

ates,	 “Epidemiol

lution,”	in	Proc.	

Montresor,	 “Mo

CC,	pp.	1‐5,	2010

.	 Murugan,	 and

mic	Model	for	In

E	Systems	Journ

ሻ	 versus	infec
ous	network.	

ሻ	 versus	infec
eous	network.	

e	 in	 SF	 netwo

but	can	be	use

are	spread.	Th

r	 investigation

works	on	acco

search	Project	g

chnology	(GIST)

0	by	the	Ministr

rant	2009‐0042

logical	 Modellin

IEEE	INFOCOM

odeling	 Botnets	

0.	 	

d	 K.	 Kim,	 “Sys

nfection	Propaga

nal,	2015.	 	

 

ction	rate	ሺߣሻ	 i

 

ction	rate	ሺߣሻ	 i

orks	

ed	in	

hese	

n	 of	

ount	

grant	

	and	

ry	of	

22.	

ng	 of	

M,	pp.	

and	

stem	

ation	

in	a	

in	a	


	KICS 2015
	KICS 2015_Index
	KICS2015-Final

